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PLAINTIFF DIRECTYV, INC.’S ORIGINAL COMPLAINT

Plaintiff, DIRECTV, Inc. (“DIRECTV”), by its attorney, complaining of the Defendants
herein respectfully sets forth and alleges, upon information and belief, as follows:

I. PRELIMINARY STATEMENT

1. This lawsuit involves the surreptitious possession and use of illegal devices and
equipment designed to intercept and decrypt DIRECTV’s protected satellite communications,
ultimately allowing for the free viewing of television programming. Federal communication and
state laws prohibit the assembly, distribution, possession and use of the devices and equipment in
question. DIRECTV brings this lawsuit seeking damages and injunctive relief against the
defendants for the assembly, distribution, possession and use of illegitimate devices primarily
designed to gain unauthorized access to its satellite communication signals.

II. FACTS REGARDING DIRECTV’S BUSINESS OPERATIONS &
SUPPORTING SATELLITE PIRACY CLAIMS

2. DIRECTYV is a California-based company in the business of distributing satellite

television broadcasts throughout the United States. Over the company’s life, DIRECTV has
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invested billions of dollars to develop a satellite system capable of transmitting various digitized
video and audio signals to homes and businesses nationwide to be used for entertainment
purposes (the “Satellite Programming™). DIRECTYV relays digital signals from within the United
States up to satellites hovering thousands of miles above Earth. Those signals are then broadcast
back to Earth. DIRECTV's Satellite Programming is received through the use of a fixed outdoor
satellite dish ("Satellite Dish") designed to capture satellite signals. The Satellite Dish is
connected by cable to an indoor satellite receiver ("Satellite Receiver") which is then connected
by cable to a television monitor.

3. While the signal is beamed from space to various areas and can be received by
installing a Satellite Dish, the signal is not usable without paying DIRECTV a fee to use its
television broadcast services. To prevent the unauthorized reception and use of DIRECTV’s
broadcasts by individuals who have not paid for DIRECTV’s service, DIRECTV uses encryption
technology to digitally scramble the signal making the signal unusable until it is unscrambled.
The Satellite Receiver is the component that makes descrambling possible. Each Satellite
Receiver contains a removable access card that manages the opening and closing of television
channels offered by DIRECTV (the “Access Card”). An access card is identical in size and
shape to a credit card, but also holds a computer-type chip that stores and applies the information
necessary to unscramble the satellite signals being received through the Satellite Dish. When
properly operated, access cards can be electronically programmed by DIRECTYV to close or open
television channels. It is, however, the programmable nature of these access cards that is the
primary basis for this dispute.

4. Once a DIRECTV customer pays a subscription fee, DIRECTV electronically
directs the Access Card to unscramble portions of the satellite signal allowing customers to view

programs on their televisions and/or listen to certain high quality audio programs communicated
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by satellite. Through the Access Card, DIRECTV can provide many different levels of service
to individual customers. Each customer usually pays for the service on a monthly basis. In
addition to the programming packages paid for on a monthly basis, certain DIRECTV satellite
broadcasts, such as professional sports packages and pay-per-view movies, remain blocked and
can be spontaneously purchased on a per-show or per-package basis using the customer’s remote
control or through a telephone call to DIRECTV. The Access Card records those purchases.

5. DIRECTV’s main revenue source is subscriptions paid by properly authorized
users of its signals; obviously then, DIRECTV has a significant interest in preventing the
unauthorized receipt and use of DIRECTV Satellite Programming. Despite the encryption
technology used to protect the DIRECTYV signal, there are many individuals within the United
States and surrounding foreign countries involved in the development of devices and equipment
(including the illegal programming of valid Access Cards) used to surreptitiously pirate
DIRECTV’s signals (collectively referred to as “Pirate Access Devices”). The use of such Pirate
Access Devices commonly provides the user with access to all of DIRECTV’s Satellite
Programming with no payment to the company.

6. Defendants in this action are residents of the state of Texas. Upon information
and belief, each defendant has purchased and used illegal Pirate Access Devices that are
designed to permit viewing of DIRECTV’s television programming without authorization by, or
payment to, DIRECTV.

DIRECTYV Obtained Evidence Related to Fulfillment Pirate Group

7. On or about May 25, 2001, DIRECTV executed Writs of Seizure, with the
assistance of local law enforcement, at the mail shipping facility used by several major
distributors of Pirate Access Devices, including, among others, Whiteviper, Vector

Technologies, DSS-Stuff, Shutt, Inc., Intertek, and DSS-Hangout (collectively referred to
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hereinafter as the “Fulfillment Pirate Group”). During and subsequent to the raids, DIRECTV
obtained a substantial body of shipping records, email communications, credit card receipts and
other records. Each of the records confirmed the existence of a distribution source for the
country-wide transmission of devices primarily designed for the unauthorized interception of
DIRECTV’s Satellite Programming. More pertinently, the records evidence each defendant’s
purchases of Pirate Access Devices from a member of the Fulfillment Pirate Group. In reliance
on those records and other information, and upon information and belief, DIRECTV brings this
lawsuit against the defendants.
DIRECTYV Obtained Records Related to USA CardCleaners

8. On or about December 11, 2001, DIRECTV executed Writs of Seizure issued by
the United States District Court for the Central District of California upon a business named
“USA CardCleaners.” USA CardCleaners was physically located in the state of New Jersey, but,
due to the expansive reach of internet sales, USA CardCleaners was able to conduct business
nationwide and across many countries. USA CardCleaners’ business enterprise focused on
distributing electronic devices primarily designed for the surreptitious interception of satellite
communications broadcast by DIRECTV.

9. DIRECTV’s raid revealed information related to USA CardCleaners and its
customers. DIRECTV obtained various business records evidencing the ongoing illegitimate
enterprise, including orders, invoices, electronic communications, shipping documentation,
purchase receipts, credit card receipts and customer lists. Each record confirmed the existence of
a distribution source for the country-wide transmission of devices primarily designed for the
unauthorized interception of DIRECTV’s Satellite Programming. Moreover, the records plainly
evidenced that USA CardCleaners provided its services to actively program and reprogram

DIRECTV Access Cards at the request of customers eager to continue illegal access to
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DIRECTV’s television programming without payment to DIRECTV. Indeed, among those
familiar with the willfully corrupt practice of designing, manufacturing, and using electronic
devices to misappropriate DIRECTV’s Satellite Programming, the phrase “card cleaning” itself
describes the removing of security measures from DIRECTV access cards specifically designed
to prevent the interception of DIRECTV Satellite Programming. Additionally, because
“cleaning” a card repairs damage done by prior illicit programming and use of the card, a
business record showing that a customer ordered USA CardCleaners’ services typically reflects
the customer’s active and successful illegal access to DIRECTV Satellite Programming for a
period prior to the creation of the order.

10.  USA CardCleaner customers ordinarily placed orders over a website operated by
USA CardCleaners, aptly named “usacardcleaners.com.” Pertinently, the business records
obtained in the raid evidence each defendant’s purchases of Pirate Access Devices from USA
CardCleaners, and in reliance on those records and other information, and upon information and
belief, DIRECTV brings this lawsuit against the defendants for their purchase, possession,
importing, modification, manufacture, assembly, and/or use of Pirate Access Devices.

11.  The defendants’ activities violate federal telecommunication and wiretapping
laws and state statutory and common law. As a result of the defendants’ decisions to obtain
Pirate Access Devices and the detrimental impact that such activities have on the company,
DIRECTYV brings this action seeking damages and injunctive relief against the defendants’
continued possession and/or use of Pirate Access Devices.

1. JURISDICTION

12. DIRECTV hereby incorporates by reference the foregoing paragraphs of this

Complaint as if fully set forth herein.



13.  This lawsuit is brought pursuant to several federal statutes prohibiting the
interception of satellite communications, including the Cable Communications Policy Act of
1984, (47 U.S.C. §§ 521, et seq.) (the "Communications Act"), and the Electronic
Communications Policy Act of 1986, (18 U.S.C. § 2510, et. seq.), for violations of Texas law
(Tex. Civ. Prac. & Rem Code § 123, et. seq.), and as an action for injunctive relief and damages
for the improper receipt, transmission, and use of satellite programming signals. This Court has
jurisdiction of the subject matter to this action under 28 U.S.C. § 1331, pursuant to which the
United States District Courts have original jurisdiction of all civil actions arising under the
Constitution, laws or treaties of the United States. Moreover, this Court has supplemental
jurisdiction over DIRECTV's state law claims pursuant to 28 U.S.C. § 1367.

14.  This Court has personal jurisdiction over the parties in this action. The activities
over which DIRECTV complains and giving rise to this action took place in the State of Texas;
more particularly, each of the defendants’ acts of violating federal laws and DIRECTV's
proprietary rights as distributor of the satellite programming transmission signals took place
within the Northern District of Texas. Further, upon information and belief, each defendant
resides within the state of Texas; thus, this Court has personal jurisdiction over each defendant.

IV. VENUE

15.  Venue is proper in this the United States District Court for the Northern District
of Texas under 28 U.S.C. §§ 1391(b) as this action arises under the laws of the United States and
each defendant resides within the state of Texas. Moreover, a substantial part of the events or
omissions giving rise to the claims occurred within the Northern District for the state of Texas

(28 U.S.C. § 124).
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V. PARTIES

16. DIRECTYV hereby incorporates by reference the foregoing paragraphs of this
Complaint as if fully set forth herein.

17. Plaintiff, DIRECTV, is at all times relevant hereto a corporation incorporated
under the laws of the state of California. As a major distributor of satellite television
programming, DIRECTV has a significant interest in maintaining and securing the integrity of its
satellite transmissions of television programming and in prohibiting the unauthorized reception
and use of the same.

18.  Defendant, Michael Benavidez (“Defendant Benavidez”), resides in Crowley,
Texas. Upon information and belief, Defendant Benavidez purchased one or more Pirate Access
Devices from USA CardCleaners. Defendant Benavidez placed each order using interstate or
foreign wire facilities, and received orders through the United States Postal Service or
commercial mail carrier. Specifically, on or about May 15, 2001, Defendant Benavidez
purchased two printed circuit board devices each invoiced as a “Bootloader.” According to USA
CardCleaners’ advertisement, the Bootloaders are designed to allow the surreptitious interception
of DIRECTV Satellite Programming, providing Defendant access to DIRECTV programming
without payment. The bootloaders were shipped from USA CardCleaners to Defendant
Benavidez at his address in Crowley, Texas.

19.  Defendant, William Castro (“Defendant Castro”), resides in Dallas, Texas.
Beginning on or about May 2000 Defendant Castro purchased several Pirate Access Devices
from the Fulfillment Pirate Group. Defendant Castro placed each order using interstate or
foreign wire facilities, and received orders through the United States Postal Service or

commercial mail carrier. Specifically, Defendant Castro made the following purchases:
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(a) On or about May 9, 2000, Defendant Castro purchased a device invoiced
as a “Viper Smart Card Reader/Writer.” The order consisted of a smart card programmer
primarily designed to permit the illegal programming of valid DIRECTV Access Card for the
sole purpose of obtaining access to DIRECTV Satellite Programming without paying DIRECTV.
The device was shipped to Defendant Castro to his address in Dallas, Texas.

(b) On or about December 21, 2000, Defendant Castro purchased a device
invoiced as a “Viper Super Unlooper with X Code.” The package consisted of an unlooper. The
unlooper is designed to repair Access Cards that had been rendered unusable by illegitimate use
and was specifically designed for use with certain software further permitting the illegal
programming of valid DIRECTYV access devices. The device was shipped to Defendant Castro
to his address in Dallas, Texas. Upon information and belief, Defendant Castro used or
attempted to use the device to reprogram DIRECTV Access Cards for the purpose of intercepting
DIRECTV Satellite Programming.

(c) On or about December 22, 2000, Defendant Castro purchased a device
invoiced as a “Viper Reader/Writer Enclosure (case).” The order consisted of an enclosure case
designed to encase the Smart Card Viper Reader/Writer previously purchased by Defendant
Castro, which permits the illegal programming of valid DIRECTV Access Cards for the sole
purpose of obtaining access to DIRECTV Satellite Programming without paying DIRECTV.
The device was shipped to Defendant Castro to his address in Dallas, Texas.

(d) On or about February 3, 2001, Defendant Castro purchased a Pirate
Access Device from Fulfillment Pirate Group, consisting of a computer chip invoiced as an
“SU2 Chip Upgrade”. The ATMEL chip is specifically designed to be incorporated into a device
used to reprogram DIRECTV Access Cards, generically called an “unlooper.” The reference to

“SU2” identifies the specific type of encoding placed on the chip further facilitating the
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reprogramming of Access Cards. The device was shipped from the Fulfillment Pirate Group to
Defendant Castro to his address in Dallas, Texas.

20.  Defendant, Dale Holley (“Defendant Holley”), resides in Mesquite, Texas.
Beginning on or about March 2000 Defendant Holley purchased several Pirate Access Devices
from the Fulfillment Pirate Group. Defendant Holley placed each order using interstate or
foreign wire facilities, and received orders through the United States Postal Service or
commercial mail carrier. Specifically, Defendant Holley made the following purchases:

(a) On or about March 22, 2000, Defendant Holley purchased a Pirate Access
Device from the Fulfillment Pirate Group invoiced as a “Viper Test Card Programmer.” The
order consisted of a smart card programmer primarily designed to permit the illegal
programming of valid DIRECTV Access Card for the sole purpose of obtaining access to
DIRECTV Satellite Programming without paying DIRECTV. The device was shipped to
Defendant Holley to his address in Mesquite, Texas.
(b) On or about January 4, 2001, Defendant Holley purchased one or more
Pirate Access Devices from the Fulfillment Pirate Group invoiced as a “Viper Smart Card
Reader/Writer & Viper Unlooper.” The order consisted of a smart card programmer primarily
designed to permit the illegal programming of valid DIRECTV Access Cards for the sole
purpose of obtaining access to DIRECTV Satellite Programming without paying DIRECTV, and
an unlooper which is designed to repair Access Cards that had been rendered unusable by
illegitimate use and was specifically designed for use with certain software further permitting the
illegal programming of valid DIRECTYV access devices. The devices were shipped to Defendant
Holley to his address in Mesquite, Texas.
21.  Melvin R. Crum (“Defendant Crum”) resides in Hurst, Texas. On or about July

of 2000, Defendant Crum purchased one or more Pirate Access Devices from the Fulfillment
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Pirate Group. Defendant Crum placed each order using interstate or foreign wire facilities, and
received orders through the United States Postal Service or commercial mail carrier.
Specifically, on or about July 30, 2000, Defendant Crum purchased a device invoiced as a
“Whiteviper Super Unlooper.” The package consisted of an unlooper designed to repair Access
Cards that had been rendered unusable by illegitimate use and was specifically designed for use
with certain software further permitting the illegal programming of valid DIRECTV access
devices. The device was shipped to Defendant Crum to his address in Hurst, Texas.

22.  Defendant, Alan La (“Defendant La”), resides in Arlington, Texas. Beginning on
or about May of 2000 Defendant La purchased several Pirate Access Devices from the
Fulfillment Pirate Group. Defendant La placed each order using interstate or foreign wire
facilities, and received orders through the United States Postal Service or commercial mail
carrier. Specifically, Defendant La made the following purchases:

(a) On or about May 9, 2000, Defendant La purchased a Pirate Access Device
from the Fulfillment Pirate Group invoiced as a “Viper Smart Card Reader/Writer.” The order
consisted of a smart card programmer primarily designed to permit the illegal programming of
valid DIRECTV Access Cards for the sole purpose of obtaining access to DIRECTV Satellite
Programming without paying DIRECTV. The device was shipped to Defendant La in Arlington,
Texas.

(b) On or about June 22, 2000, Defendant La purchased a Pirate Access
Device from Fulfillment Pirate Group invoiced as a “Wildthing 2 Clone Unlooper.” The
Wildthing 2 Clone Unlooper is designed to repair Access Cards that had been rendered unusable
by illegitimate use and was specifically designed for use with certain software further permitting
the illegal programming of valid DIRECTV access devices. The device was shipped to

Defendant La in Arlington, Texas.
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23.  Defendants are sometimes hereinafter collectively referred to as “Defendants.

24.  Upon information and belief, Defendants received Pirate Access Devices through
various mail sources, effectively importing such 1illegal devices into the state of Texas; each
Defendant has a reason to know that such device is used to illicitly decrypt Satellite
Programming. Upon information and belief, Defendants displayed Satellite Programming and
such Satellite Programming was displayed without authorization from DIRECTV. Importantly,
Defendants’ possession and use of Pirate Access Devices provides them access to all television
programs transmitted by DIRECTYV, including access to all pay-per-view movies, boxing and
other special programs, and sports programming at all times. The value of the programs that
Defendants were capable of viewing without authorization may easily reach thousands of dollars
in a single year.

25.  On information and belief, DIRECTV alleges that Defendants received the
Satellite Programming by means including but not limited to: (a) maintaining Satellite Dishes
capable of receiving satellite programming on television monitors and further maintaining
electronic devices which enable them to unscramble, receive, and exhibit encrypted Satellite
Programming transmissions without authorization; and/or (b) by such other means to effectuate
the unauthorized reception of the Satellite Programming which are unknown to DIRECTV and
known only to Defendants.

26.  More importantly, upon information and belief certain of the Defendants may
have been engaged in an enterprise to distribute and/or resell the devices purchased from the
Fulfillment Pirate Group or USA Cardcleaners. Upon information and belief, these Defendants

profited from their enterprise.
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