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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF MICHIGAN
SCUTHERN DIVISION
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Plaintiff,

Case No.
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02-73929
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and
DIRECTV, INC, a California Corporation
Plaintiff,
Case No.
V.
02-74513
CHRIS VARY,
Defendant.
/
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1 For the Detendant Eugene Karpinsky: 1 Detroit, Michigan
2 MR. JOHN T. HERMANN (P52858) 2 April 23,2003
John T. Hermann, P.C. ’
3 2684 West Eleven Mile Road. Suite 100 3 At orabout 10:20 a.m.
Berkley, Michigan 48072 4 e
4 (248) 591-9291 S LARRY E. RISSLER,
5 For the Defendant Chris Vary: 6  having first been duly sworn or affirmed, was
6 m Z}Eyggngfgsm’ IR. 7 examined and testified as follows:
7 141 Brady Street 8 EXAMINATION
Allegan, Michigan 49010 9 BY MR. HERMANN:
8 (269) 673-8133 10 Q Good moming, Mr. Rissler. My name is John Hermann.
9 REPO Rm\;:;r;il; a?d g:;grt;eCSRﬁﬂS, RPR 11 Can you state your name for the record, please.
ertihe ¢ r 12 A Yes. It's Larry E. Rissler, R-i-s-s-Fe-r.
o Registered Professional Reporter 13 MR. HERMANN: Please note for the record that
12 INDEX 14 this is the discovery deposition of Larry Rissler
13 WITNESS: 15 taken pursuant to Notice and agreement among Counsel
14 LARRY E. RISSLER Page 16  tobe used for all purposesunder the federal rules
ig gﬁiﬂ:ﬂgz gy K - i‘:}‘;’:ﬂn 1194 17 of evidence and procedure.
17 Further Examix)xlation by Mr. Hermann 163 18 BY MR. HERMANN
18  Further Examination by Mr. Jensen 185 19 Q Mr. Rissler, what is your understanding of what
19  Further Examination by Mr. Hermann 188 20 you're here or prepared to do today as far as
20 21 testimony?
%é 22 A Basically to respondto your questions.
23 23 Q Okay. Previously Counsel filed a 30(b)(6)
24 24 deposttion notice which is seeking the
25 25 representative of DirecTV that is most familiar with
3 5
1 EXHIBITS: Page 1 the complaint that was filed against Defendant
2 Deposition Exhibit No. 1 46 2 Counter-Plaintiff Eugene Karpinski and also for a
3 Deposition Exhibit No. 2 55 3 fellow defendant by the name of Chris Vary. Is that
4 Deposition Exhibit No. 3 81 4 your understanding?
5  Deposition Exhibit No. 4 84 5 A Yes.
6 Deposition Exhibit No. 3 94 6 Q And you are that person within DirecTV that has the
7 Deposition Exhibit No. 6 97 7 most knowledge and is familiar with the facts and
8 Deposition Exhibit No. 7 111 8 allegations as it relates to the complaint of
9  Deposition Exhibit No. 8 135 9 Mr. Karpinski and Mr. Vary?
10 Deposition Exhibit No. 9 136 10 A Ibelieve so. There are other people who have
11 Deposition Exhibit No. 10 139 11 significant knowledge, as well, but I never measured
12 Deposition Exhibit No. 11 142 12 my knowledge against other people.
13 Deposition Exhibit No. 12 151 13 Q Butyou're prepared to testify as to the facts and
14 Deposition Exhibit No. 13 153 14 circumstances of their compiaints?
15  Deposition Exhibit No. 14 159 15 A Yes.
16 Deposition Exhibit No. 15 161 16 Q Okay. Have you ever had vour deposition taken
17  Deposition Exhibit No. 16 171 17 before?
18  Deposition Exhibit No. 17 176 18 A Yes.
19  Deposition Exhibit No. 18 185 19 Q So you're familiar with the procedures?
20 20 A Yes.
21 21 Q Iwon' go through the list. But basically, I'l
22 22 remind vou that we have a court reporter situated to
23 23 your left. and she is prepared to take down your
24 24 answers. And it's important that you articulate
25 25 yourself in a verbal format. and it's important that
t
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1 we don't speak over cach other. And if you Jo have 1 attorney”
2 any questions regarding any questions that I have, 2 A lam.
3 please feel free to clarify that. 3 Q Okay. Where are you licensed to practice?
4 Periodically vour attorney may place an 4 A Nebraska.
5 objection on the record. And unless your attorney 5 Q And when did you obtain your license to practice law
6 instructs you not to answer a question, I'm going to 6 in Nebraska?
7 assume that you understand the question, and I will 7 A In1965.
8 be prepared to expect an answer, as well. 8 Q And are you still a member of the Nebraska Bar?
9 A That's fine. 9 A Jam.
10 Q Okay. One other ground rule is that when I ask the 10 Q And where did you graduate from law school?
11 questons, typically I'm going to be looking for an 11 A In1965.
12 answer that is to the best of your knowiedge. I 12 Q Where did you graduate?
13 don't want to engage in speculation, hypothesis, 13 A [I'msorry. University of Nebraska Coilege of Law in
14 conjecture, or inference. And your answers will be 14 Lincoln.
15 limited to your personal knowledge. 15 Q Asafellow practitioner | assume you're familiar
16 A That's fine. 16 with the rules of evidence and burden of proof and
17 Q Whatis vour current position with DirecTV? 17 all of the civil criminal distinctions in
18 A My title is vice president of office of signal 18 litigation, are you not?
19 integrity. 19 A Yes.
20 Q And how long have you been employed by DirecTV? | 20 'Q Okay. And how about prior to your position as a
21 A [began my empioyment in December of 1994. So I 21 special counsel for satellite signal integrity?
22 think it's over eight years, eight and a haif years. 22 A From 1965 until 1990 [ was a special agent with the
23 Q And where did you work before that in 1994? 23 Federal Bureau of Investigation.
24 A [Iwasinvolved with an international investigative 24 Q And what were your duties with the FBI?
25 group in the Washington, D.C., area for about six 25 A The first eight years [ had investigative duties in
7 9
1 months prior to that. 1 the field. [ was assigned to Tennessee and Texas.
2 Q And who was your employer during that time period? 2 And in 1973 [ was reassigned to the FBI
3 A It wasacompany cailed Intrical. 3 training academy at Quantico, Virginia,
4 Q And was that a technology investigation -- 4 Q-u-a-n-t-i-c-0, where [ taught constitutional
5 A No. 5 criminal procedure to new FBI agents, veteran FBI
6 Q What was Intricai? 6 agents who were attending in-service classes. and to
7 A They did a lot of investigations for companies that 7 police officers.
8 would be buying other companies, due diligence type 8 From 1981 until my retirement in 1990 [ worked
9 investigations. 9 primarily in the FBI's congressional affairs office.
10 Q Okay. And how long were you employed in that 10 I was interrupted briefly by a stint on the FBI's
11 capacity? 11 inspection team. It's a unit at FBI headquarters
12 A Six months. 12 that does inspections of field offices.
13 Q And how about before your employment with Intricai? 13 And for one year I served as the director’s
14 A [ worked for two years from 1992 until 1994 as 14 speech writer. And I retired in 1990 with the title
15 deputy director for Worldwide Anti-piracy Operations 15 of legislative counsel. I ran the 15 person office
16 for the Motion Picture Export Association of 16 that had responsibility for liaison with congress.
17 America, Encino, California. That was from 1992 17 Q And how about at the FBI, did you have any special
18 until early 1994. 18 training that carried over into your career as an
19 Q And how about prior to 1992, what was vour 19 anti-piracy consuitant or specialist?
20 employment? 20 A Only the basic investigative background that would
21 A 1990 until 1992 | was special counsei for the 21 be relative to both investigating cases for the FBI
2 Anti-Piracy Task Force of the Satellite Broadcasting 2 and investigating cases for private concern such as
23 and Communications Association of America located in pic} a satellite company.
24 Alexandria. Virginia. 24 Q Okay. Now, tell me a little bit about what you were
25 Q When you say special counsei, are you also an 25 doing on a day-to-day basis when you were working as
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1 special counsel for satellite broadcast signal. 1 You can do it instandy rather than having to wait
2 A There were three of us who were retired from the FBI 2 30 or 40 seconds.
3 who formed the anti-piracy task force. and we had 3 Q Okay. And just a little bit more explanation with
4 divided the country up by states. And we would 4 regard to the C-band technology. Were the older
5 receive complaints of sateilite piracy regarding 5 C-band systems the variety where you would
6 what we called the C-band or the big dish sateilite 6 personaily buy the satellite equipment and then
7 systems that were in use in the late 1980s and early 7 subscribe to provider service?
8 1990s. 8 A That's correct.
9 We created a national network of private 9 Q And with regard to DirecTV, typically it's the case
10 investigators largely retired FBI agents who we 10 that DirecTV actually seils their own satellite
11 would ask to do field investigations in support of 11 receiving equipment in connection with their
12 the complaints we had received at the SBCA, 12 subscription package?
13 Satellite Broadcasting and Communications 13 A No. DirecTV does not manufacture its receiving
14 Association. I also had liaisons with prosecutors 14 equipment. We have agreements with other companies
15 who were prosecuting cases criminally. And 15 to manufacture the hardware. the dish. the receiver,
16 generally those were the largest of the duties. 16 and the remote control device, and even in the early
17 Coordinating satellite signal theft investigations 17 systems the access card.
18 essentially is what I was doing. 18 So RCA, for example, manufacturers a lot of the
19 Q Now, you mentioned the term C-band. Would thatbe | 19 receiving equipment, as does Sony and a number of
20 the letter C or s-e-a? 20 other companies. They sell the equipment through
21 A It's the letter C. I'm sorry. 21 consumer electronic stores, small satellite
22 Q And could you explain what a C-band satellite is. 22 dealerships, retail outlets.
23 A I'm not sure I couid give you a technical 23 And the programming, it's my understanding can
24 explanation of it. But the early satellite 24 be purchased or arrangements for the purchase of the
25 broadcasts were analog signals that required a large 25 programming can be made from some of the outlets,
11 13
1 dish for receiving at home. and the engineers 1 although most people just cail DirecTV directly on a
2 apparently called those transmissions C-band 2 toll free number to order the programming.
3 transmissions. And thus. most of the equipment that 3 Q The satellite receiving equipment that's
4 was assoctated with receiving those signais was 4 manufacured by other companies, is that with a
5 called C-band satellite equipment. 5 licensing agreement with DirecTV?
6 Q And just to make a distinction, the type of 6 A Ithink that's correct. We have arrangements with
7 satellite TV that you worked with with regard to 7 them. They have to -- the equipment has to meet
8 C-band satellites. that's different than what we're 8 certain specifications that DirecTV has for the
9 talking with in regard to DirecTV or other current 9 programming. And I don't know if that's in the form
10 satellite providers, is it not? 10 of a licensing agreement or some sort of other
11 A The concept is the same. It's the delivery of pay 11 contractural relationship, but clearly there is an
12 television to a person's home by satellite. The 2 agreement between DirecTV and the hardware
13 technical aspects differ somewhat. 13 manufacturers.
14 DirecTV has a high powered digital signal, and 14 Q And from my personal experience, even though the
15 C-band was a low powered analog signal. It was a 15 dish mav be manufactured bv someone else. it mav
16 huge difference for the person who was receiving the 16 carry the DirecTV emblem or logo on it.
17 signal because in the C-band days the receiving dish 17 A [think that's correct [ don't think all of them
18 literaily had to rotate from one satellite in the 18 do, but | think many of them do have the DirecTV
19 sky to another in order to pick up different 19 emblem on them. Some of them have their own company
20 programming. 20 name such as Sony or RCA or GE.
21 Under DirecTV's svstem. almost all of our 21 Q Okay. And can you tell me what is encompassed in
22 programming comes trom several satellites located in | 22 DirecTV's conditional access system. And what |
23 about the same location in orbit so that the dish is 23 mean by that is what equipment is necessary for a
24 stationary and doesn't move. It facilitates channel 24 subscrbing customer to be able to obtain a
25 surfing and switching from one channei to another. 25 television signal.
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1 A You must have the appropriate hardware. It consists 1 suffice for receiving the digital signal?
2 of a mini satellite dish. Most of them are 18 2 A That's my understanding.
3 inches in diameter. Some are a bit larger. That 3 Q Butitwould still be necessary to have some
4 dish is affixed to a subscriber's residence or 4 satellite system in order to receive the DirecTV
5 business establishment. It has to be directed at 5 signal?
6 the orbiting sateilites that DirecTV owns. 6 A Receiving -- you have to have a receiving antenna to
7 A wire or cable runs from the satellite dish to 7 receive the signal from the orbiting satellites.
8 the business establishment or residence of the 8 And it's my understanding that it has to be a dish
9 subscriber. It's connected to something called an 9 to collect that signal.
10 integrated receiver decoder or IRD. 10 Q So atelevision antenna wouldn't work?
11 The IRD contains software as well as an access 11 A Idont believe so.
12 card which is a smalil credit card size device that 12 Q Cabie axial or coaxial cable wouldn't work?
13 contains a microprocessor. And then a cable runs 13 A I've never heard any discussion of that so my
14 from the IRD to the television monitor. 14 conclusion is that it wouid not.
15 Once that equipment is hooked up, the 15 Q Okay. Aad you also mentioned an IRD uait or
16 subscriber will then contact DirecTV usually by 16 integrated receiver decoder. Explain to me what
17 phone, identify himself, furnish to direct TV the 17 that device is.
18 twelve digit access card identifying number, and 18 A It's a device about the size of a VCR player that is
19 then subscribe to a certain levei of subscription 19 designed to have inserted into it a DirecTV access
20 package that fits the subscriber's needs. 20 card. And the circuitry and design of that IRD in
21 DirecTV then sends an electronic command from 21 working with the access card has the effect of
22 one of our two up link centers to our orbiting 22 decrypting the encrypted signal from DirecTV so that
23 satellites. The signal is reversed and sent back to 23 a subscriber can watch and listen to the programs
24 Earth where it's literaily received by all of the 24 that he or she has ordered.
25 satellite dishes in the country but only read by the 25 Q So without the IRD or the integrated receiver
135 17
1 access card to which it is intended. And I cant 1 decoder, even if you had a satellite it wouldn't be
2 give you a technical explanation, but the message 2 possible to view DirecTV's signal?
3 basically downioads software to the microprocessor 3 A That's correct.
4 in the access card that allows that access card to 4 Q Okav. And you mentioned the access card. Could vou
5 unscramble or decrypt the programming that the 5 describe what type of card is used with DirecTV's
6 subscriber has ordered. 6 access system.
7 Q Isthat information that's sent out on the 7 A It's a device apparently the same size as a credit
8 broadcast, is that also referred to as a data 8 card that contains a microcontroller and possibly
9 stream? 9 another computer chip that has been designed for use
10 A Yes. 10 exclusively with DirecTV IRDs to allow the receipt
11 Q Okay. And of the hardware components that you 11 our pay television programming.
12 mentioned, without any one of those hardware 12 Q Isthat also known as a smart card device?
13 components would it be possible to receive a DirecTV 13 A Some people refer to it as a smart card. I'm not
14 signal? 14 sure if it is in fact -- if there is a definition of
15 A [Idon' believe so. 15 a smart card, whether it fits that definition. But
16 Q Now, the satellite dish that you mentioned, would it 16 I have seen it referred to as a smart card.
17 have to be -- would it be any satellite dish, or 17 Q Have you seen other smart card products, or are you
18 does it have to be a satellite dish that meets the 18 aware of other smart card products?
19 specifications for DirecTV's signal? 19 A Yes.
20 A Again. ['m not an engineer, but it's my 20 Q Are those a similar device, a credit card style
21 understanding that you could substitute a different 21 device embedded with a microprocessor device?
22 satellite dish for the original equipment dish that 22 A Yes, [ think so. Yes.
23 comes with the typical DirecTV system and collect 23 Q And the purpose or the intended use of a smart card
24 the signal. 24 device is that the microprocessor can act as a
25 Q Soit's possible that other satellite dishes may 25 storage mechanism for data and information?
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1 A Yes. 1 asks the question am [ ailowed to watch -- to
2 Q And you couid put any type of data or information 2 unscramble this channel. And the card then responds
3 onto that smart card chip? 3 whether that's a channel that's been subscribed to
4 A Again, with the limitation of not being an engineer, 4 or not or whether there's been a pay-per-view event
5 I don't believe that you could put any kind of data 5 ordered on that channel. So there is a
6 on DirecTV's microprocessor. But it may be that 6 communication it's my understanding between the
7 there are other smart cards that have a 7 receiver, the IRD, and the access card to verify
8 microprocessor that receive mulitiple types of data. 8 that the channel that the receiver has been tuned to
9 Q Are you familiar with the secondhand market for 9 can be watched.
10 smart cards and smart card what they call 10 Q And without getting into the technical
1 programmers, are you not? 11 ramifications, the software that we discussed, is
12 A Inthe satellite context [ am. 12 that in a sense a computer software program that
13 Q And how about outside the satellite context? 13 allows the access card and the IRD to communicate?
14 A No. 14 A Idon't know specifically the answer to that
15 Q Do you know if the DirecTV access card is an 15 question. [ assume that that is correct, but I
16 industry standard smart card device? 16 don't know.
17 A Ibelieve itis. 17 Q Isit your understanding that without that software
18 Q And those same industry standards are applied toward 18 the IRD and access card system are unable to
19 other smart card devices? 19 determine whether that data streamn should be
20 A Ibelieve that's correct. 20 unscrambled?
21 Q Now, you also mentioned software in connection with 21 A That's my understanding,
22 equipment that was necessary in order to receive the 22 Q Now, are you familiar with a program that DirecTV
23 DirecTV signal. Could you explain to me what that 23 called the end user recovery project?
24 software is. 24 A I'm familiar with an organization at DirecTV called
25 A [Idon' believe so. 25 the End User Development Group.
19 21
1 Q Butyou are aware that it's necessary to receive the 1 Q What's your understanding of the End (Ger
2 signal? 2 Development Group?
3 A [Iunderstand that there is some software in the 3 A It's my understanding that that group processes
4 receiver and software in the microcontroller in the 4 records received from my office that document
5 access card. Yes. 5 purchases by end users of DirecTV satellite
6 Q And wouid that be a security type software if you 6 equipment of devices that are primarily designed to
7 know? 7 allow the end user to receive OrecTV programming
8 A TIdon't know. 8 without authorization from DirecTV or payment to
9 Q What other security features are you aware of that 9 DirecTV. And --
10 are employed in connection with the IRD or the 10 Q I'msorry.
11 access card relative to allowing a subscriber to 11 A TI'msorry. In addition, they after processing those
12 receive the DirecTV signal? 12 records will contact individuals identified in those
13 A Idon't know if I fully understand the question. 13 records to notify them that DirecTV has documents
14 I'm sorry. 14 indicating that the end user has purchased a device
15 Q Explain to me how the access card works as a 15 that is primarily designed to receive our
16 security device in order to receive DirecTV's 16 programming without our authority.
17 signal. 17 Q How long has this End User Development Group been in
18 A TIdon'tthink I can explain the functioning of the 18 existence to your knowledge?
19 access card. 19 A [Ibelieve it started in 2002. There was some end
20 Q From alayman's perspective, is the access card ina | 20 user work done prior to that time out of my office.
21 sense like a key that unlocks the signal? 21 But [ think the End User Development Geoup as now
22 A Inlayman's terms, yes. In layman's terms I believe 22 constituted was organized in either late 2001 or
23 what happens when a subscriber turns to one of the 23 early 2002. I don't have the exact date.
24 DirecTV channels, the IRD communicates with the 24 Q Isthat when you first began working with the End
25 access card and basically, again. in layman's terms, 25 User Development Group?
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1 A Yes. When they became a formal entity. Yes. 1 officials.
2 Q And is that a division of DirecTV, a department of 2 The collective decision was made sometime in
3 DirecTV, what's your understanding? 3 the year 2001 to address not only the developers of
4 A Yes. It's a component of DirecTV. 4 hack devices and the distributors of hack devices
5 Q So your exchange - the understanding that you have 5 but also to address the users of hack devices.
6 of your exchange with the End User Development Group 6 Q Who would be the other members that would have
7 was that you're working with another department 7 participated in that senior staff meeting and or the
8 within the organization? 8 decision to implement that approach that you
9 A That's correct. 9 described?
10 Q And what was your duty or task, as you were aware, 10 A Senior staff is comprised of the president of
11 of your interaction and your responsibilities of 11 DirecTV, executive vice presidents, senior vice
12 interacting with the End User Development Group when 12 presidents, and a limited number of vice presidents.
13 it was formed in late 2001, early 2002? 13 Q And who would those individuals be?
14 A 1didn't have a significant amount of direct contact 14 A Do you want their names?
15 with the group. Individuals who worked for me 15 Q Ifyou know.
16 worked with that group to share with them some of 16 A The president of DirecTV is Roxanne Austin. I may
17 the procedures that were developed in my office 17 not recall ail of these names.
18 regarding contacting end users suspected of having 18 Q Thar's fine.
19 purchased devices primarily designed to intercept 19 A Executive vice presidents include -- unfortunately
20 our signal. 20 some of them have changed since that time so [ don't
21 Q And how long were you working on the task of 21 know if you're wanting the current composition of
22 contacting and targeting end users that purchased 22 the senior staff or if you want it as it existed.
23 devices that were primarily used for what you 23 Q As it existed back when that decision or program was
24 asserted is intercepting DirecTV's signal without 24 formed.
25 authorization? 25 A To the best of my recollection, in addition to
23 25
1 A It would have been a matter of probably six months 1 Roxanne Austin, Dave Baylor, B-a-y-I-o-r; Bob Myers,
2 or less. 2 M-y-e-r-s; Larry Chapman. C-h-a-p-m-a-n; Rob Hall,~
3 Q Before the development or the formation of the End 3 H-a-I-1; Steve Cox. Those are the significant
4 User Development Group? 4 members. There were other vice presidents who
5 A Correct. 5 attend from time to time, but those were the -- that
6 Q And that would have been sometime in the summer of 6 was the core group.
7 20017 7 Q What was Mr. Myers' position?
8 A Correct. 8 A Atthe time he was chief financial officer,
9 Q And was that a new task that was assigned to either 9 believe.
10 you or vour department. or how did that come into 10 Q And how about Mr. Chapman?
11 existence? 11 A I think he was in charge of sales.
12 A It was a new task for my department, and it came 12 Q And Mr. Hall?
13 into existence because of the interest on the part 13 A General counsel.
14 of the company in addressing the users of the 14 Q And Mr. Cox?
15 illegal devices that had been sold normally through 15 A Ithink at the time he was in charge of new product
16 internet sites. 16 development.
17 Q And who came to you and indicated that the company 17 Q Now, was this the type of meeting that would have
18 was starting a new project and they wanted you to 18 had a secretary preparing minutes or notes?
19 head up the department? Who came to you with that 19 A No.
20 job description? 20 Q No written documentation of the events in the
21 A 1don't know that we ever received a job 21 meeting?
22 description. We have normal meetings with an 2 A No
23 organization within DirecTV cailed the senior staff. 23 Q And were vou present at this meeting?
24 They have regular meetings of which I attend. And 24 A Yes.
25 senior staff is made up of ranking DirecTV 25 Q What was your understanding of what the new project
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